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Abstract: With the globalization of the integrated circuit industry, hardware Trojan is becoming the main threat to
integrated circuits. At present, the side-channel analysis which can make a good trade-off between detection ability
and cost, has attracted more attention from the academia. The side-channel analysis method based on
electromagnetic radiation is one of the hotspots in hardware security field. The ability evaluation of electromagnetic
radiation analysis method to detect hardware Trojan was focused, and the factor that limited their detection
performance was explored. The experimental results on FPGA show that the electromagnetic radiation analysis
method can effectively detect hardware Trojan whose electromagnetic radiation distribution is significantly different
from surrounding circuits, but it cannot be applied to hardware Trojan with complex frequency distribution of
electromagnetic radiation.
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Figure 1 Types of noise sources



55 2 34 AR BERE: R RE A S A I Py VGRS O A T T A - 47 -

SRJE B HUREAR S 20 BT IR R X e 7 3R AT
IR AT ARSORE I S5 PR PR S 5 B A
FEMIE_E (3R I3 A7 R B IX 5 R 75 ) 57 7] o

ATCRGPAEE R FS L B g e R LR B AL 7
FIHNIEEE (N Do BOVEAIERR, S
o AW, DL mT DASE S e SR AT B
Wi 25 I AEAR /N TR A o bl EMI B 7 R T 25
ZEWE AR I Sk b R R S o AT AR AR, (H
FESEE B AT AEAEA AL, DA SO e AT g
BATH IR AEME L, EMI WS 230 A T [
LB AN R T A 2B AR A T IC 2B i, LT 2w 22
CL2fE, WL E 2 5 DR 1 R AR S AR ks
LERAAE O Hz . AL 75 A0 4G 5

Niow = Ny + Nz + N (6)

T RUBEAR S o Mkt , BRI 1C B SE B e
R Gt 5 P52 2 AT L B R B D IR
o FETHEFERIA A DL ER R OL N (S0
FIREREPEAR B (S, )» IC HLRAERS 15
SRR, W PR,

Sww = Sum T Sien + Semmr T STz (7)

S = Swss + S T Sevmrs T Stz + Supxn (8

Sus T Sy g 73 M A TE LB L A AR
AR B USRS ~
S H I . EMI W P R T 25 g 2 W 75 3 s 1)
PR

WATATIR, TR BEALYE, S TS,
HEAT FOAIN 38 22 IA) IR 22 5 T LSRR A

AS,.5 = AS + ASpygs + AS 1y + Sipn, (9)

Hrp, AS,, RRPIANME 5 Z M B R 7 57
AS s~ ASpyues TS |y AR SRR ZE 5 o
32 MEERmS

B AR A5 5 (R RS, Db 20 FLAE
R () LRGSR S PR M A R 4. SEIRE H
B (R g5 A1 RO V2 A e P ), XA FR AR S O
MrA AEF A D (R EOP B (HSERs b, AR
U f55 HRELCE RS 2 [ ] ReAAAE B IEER, A
T A e P PR R IR, ) 59 A2 A 1 1) FL R 4
o DL, FFEEARHTAREAR i 5 S G RS 1) 5
W B SRR, FFRIUEAT S M AR 5 AF 5 [A) 2
7] REAE R R o

YAN
S i s A Stppe 7

(1) M

H 3.0 R AT AT, R A G A L
1R w2 T e o7 PP NS S el < B M TN R 7
I BART TRAERAE. K 2 & RAER 1 HE
(100 41) 3 — 41 i WE 4<% 52 e %0 (PDF,
probability density function). ZL {8 {2k Ie i SEFr
B (RS (E R b v 22 8 7 [ 3 AR IE &5 40 Al PDF,
W0 M 262 S PR e 1) PDF, PR 4% 2R DU C R 3¢
e [FI, A48 Jarque-Bera K 561280} iF &4y
AT T PP, Fdfii i Jarque-Bera £ 56
(IR R 75%,  DRIIG ALK JECE SE M R A TE 28 73 A o

300

— SLERERPDE
- - - - HREE &S A PDY

-6 —4 -2

0 2 4 6
LA EAY x1073

Figure2 Probability density function of background noise
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Figure 7 The validation scheme
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Figure 12 Detection result for hardware Trojan with special features
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